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Introduction

Navy Air Force Interface (NAFI) provides easy to use, efficient electronic access to executed procurement instruments: contracts, delivery orders, modifications, and other contract documents and reports. Users of NAFI include: the Department of Defense (DOD), the Defense Finance Accounting Service (DFAS), the Defense Contract Management Command (DCMC), United States Coast Guard (USCG) and other agencies. In addition, NAFI provides links to the DOD Electronic Document Access (DOD EDA) system.

Procurement instruments (groups of documents) are electronically posted to a Department of the Navy (DoN) secure central server site in a standard, Defense Information Systems Agency (DISA) mandated, portable document format (.pdf) and are available via the World Wide Web to authorized users. In addition, documents that do not need to be viewed by DFAS may be uploaded in a wide variety of native formats, including .xls, .tif, PowerPoint, AutoCad and others.  NAFI is designed to make better use of an organization's personnel and financial resources by providing easy access to contract documents online and by eliminating the need for issuing activities to create and distribute paper copies of awarded documents.

NAFI acts as an electronic file cabinet accessible only to authorized government users.  Within this electronic file cabinet, NAFI organizes procurement instruments with an electronic index.  NAFI uses an electronic “parent” index for each procurement instrument and a separate electronic "child" index for each document (group of electronic files) associated with that procurement instrument. The NAFI index structure ensures immediate access by authorized users to individual uploaded documents or the entire procurement instrument.  The NAFI index structure also eliminates the need to manually search for documents and allows for more sophisticated data sorting and retrieval.  The NAFI index structure provides users the ability to resolve issues faster and eliminate the repetitive transmission of multiple copies of documents due to missing original paper documents.

NAFI uses a Web-based architecture that allows users to upload .pdf and non-.pdf documents and index data to a central Navy server.  This combined use of a file format standard and Internet technology provides a mechanism to electronically store and retrieve large volumes of information using existing communication networks.

New Features in NAFI 4.3 and 4.4:

· Account Registration Modifications

· DD1716 Interfaces

· DD1716 Manual Upload

· DD1716 Workflow

· Manage Notifications – DD1716s

· DD1716 Reports

· Guaranteed and Secure Delivery (backend functionality only)

· Real-Time Data Replication (backend functionality only)

· Account Registration has been updated to include a tab-based user interface for registering new users on NAFI.  The same basic data is required, but a series of drop-down lists help to reduce data entry errors and provide users with selection options.

· DD1716 Interfaces allows NAFI to automatically receive DD1716 data from the DFAS CISTR system and initiate the DD1716 resolution workflow without any data entry, document scanning, or other manual intervention.

· DD1716 Manual Upload process allows users to manually upload DD1716s in the case they are not made available through the DD1716 Interfaces process.  Users can upload DD1716s and then put them into the DD1716 Workflow for resolution.

· DD1716 Workflow is initiated by the DD1716 interfaces or manual upload process and enables users in the contracting and financial community to collaborate in quickly resolving contract deficiencies.  Users have the ability to accept the assigned document, route it to another person, or mark it as resolved.  By quickly and accurately sharing data, contract deficiency issues will be resolved more quickly and efficiently.

· DD1716 Manage Notifications allows you to view lists of DD1716 notifications that are queued to be sent from your account, notifications that have already been sent, and notifications that you have received. With the Manage Notifications portal view, you can see all your notifications in one place, which can be sorted, viewed, drilled-down for details, and archived.
· DD1716 Reports allows you to create reports using DD1716 data to better manage your areas of responsibility.  Users have the ability to select from a wide variety of data elements with which to build reports and flexibility in how to format the presentation.

· Guaranteed and Secure Delivery is backend functionality only that users will never see.  This functionality improves the reliability of the automated interfaces process and security with which interfaces files are sent through cyberspace.

· Real-Time Data Replication is backend functionality that will synchronize data between the production and failover environments within seconds of data being entered into NAFI.

1. System Requirements

Recommended Minimum System Specifications for NAFI Users

	Hardware
	Software

	486, Pentium 166 or better processor 


	Windows 95, Windows NT or Windows 2000 or later

	32 MB of memory or better
	Netscape Navigator or Internet Explorer 4.0 or later

	
	Adobe Acrobat 5.0 or later




NAFI Security

NAFI uses a combination of secured physical hardware and special software to maintain a high level of security for contract documents on the NAFI System. NAFI resides on an array of secure servers at the Production site and also at a geographically separate location, called the Failover site. Firewalls protect both the Production and Failover sites with a very high level of security. Both links and transactions within NAFI are encrypted.

· All URL links within NAFI, which relate to contracts, documents and/or files, are encrypted. When a user selects an encrypted link, NAFI will decrypt the link and navigate the user to the appropriate destination.

· All transactions within NAFI are encrypted using 128 bit encrypted Secure Sockets Layer (SSL) transactions. SSL encrypts the transactions between the user’s browser and the NAFI servers.  In order to use SSL, the browser address that is manually typed in the address box, as well as bookmarks that link to NAFI, must be updated to reflect the SSL protocols. The incorporation of https in the browser address window is what initiates a secure (SSL) transaction. If a user connects to NAFI with a browser supporting less that 128-bit encryption, the user will be redirected to a page that contains a Microsoft and Netscape link.  The user can download a browser that supports 128 bit encryption from either of these sites:

www.microsoft.com
www.netscape.com
This section concludes the NAFI User Guide.

User Support

The purpose of this guide is to provide general information and instructions on specific procedures associated with using NAFI. In addition, for personal assistance, you may contact NAFI Support at:

(703) 519-2500 or (703) 519-2501

nafi.support@nafi.navy.mil
Hours of operation for NAFI Support are:

Monday – Friday, 7:30am-5:30 pm Eastern Standard Time.

If your question or issue requires a higher level of escalation, you may also contact the NAFI Project Manager at: 703-519-2688.

Welcome to the NAFI User Community.

On behalf of the NAFI Team, we hope you enjoy using NAFI.

2. The NAFI Homepage

The NAFI log in homepage is located at https://www.nafi.navy.mil.  Access to this URL unrestricted, regardless of domain.  However, logging into NAFI is restricted to authorized government users.  After logging in, the NAFI site is a secure site that utilizes URL encryption and Secure Sockets Layer (SSL) transactions to ensure secure links and transactions. 

The NAFI homepage provides users with a link to a page where government personnel can register online for a NAFI user account.  The homepage also provides several links to assist users with issue resolution.  Included on the homepage is a link to the NAFI Help Center (where users can find Frequently Asked Questions and the current version of the NAFI User's Guide).  E-mail and telephone contacts for NAFI Support are also included on the homepage. 

The homepage also functions to assist users in acquiring information about security restrictions, NAFI program office, and navigating to web sites related to the NAFI application.  Notices to users concerning metrics, application maintenance, application upgrades and other general information will be posted to the NAFI homepage as appropriate.  A picture of the homepage is shown on the following page:

Message Board 

The NAFI Message Board is a vehicle whereby System Administrators, Command Account Managers and Activity Leads have an opportunity to send messages to users under their administration.

When users initially log onto the system they will be taken to the following page where they will be shown any existing and current message from their System Administrator, Command Account Manager or Activity Lead. 
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Users have the ability to scroll through the messages and then move to any part of the application that they choose by either selecting a link from the side bar or choosing “Retrieve Contract” link to begin working with NAFI.

7.1
Create Message

Users with the privilege to create messages (Sys Admin, Command Account Managers and Activity Leads) can get to the Create Message page by selecting “Create Message” under the Message Board link on the NAFI toolbar.  Users will be taken to the following page where they must choose who they want to publish the message to, when they want the message to begin, and when, if any, they want the message to expire.  Note that users will only be able to publish messages to users under their direct administration. 
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7.2
Edit/Delete Message

Users may also edit messages that have been posted – both their own and those of users under their administration, i.e. Sys Admin, can edit/delete the message of any user in the system and Command Account Managers can edit/delete the message of any of their Activity Leads.  Users get to this page by selecting “Edit Message” under Message Board on the NAFI tool bar.

Once on the Edit Message page, users must first search for the message they would like to edit/delete by entering the desired criteria and selecting “Search”. 
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When users have completed their search they will be brought to the following page:
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On this screen users have the option to delete or edit a given message.  If they choose “Delete” they will be prompted with a message asking if they would really like to delete the message where they may choose yes or no.  If they choose “Edit” they will be brought to a page where they will be able to change the message text and to whom the message should be published.
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User Registration

8.1
Users

The NAFI user community is comprised of General Users, Administrative Users, Activity Leads, Command Account Managers, and System Administrators. 

8.1.1
General Users

General Users have the ability to view indices and documents, as well as download files.  NAFI General Users are also able to conduct searches as well as view and download static reports generated in the NAFI application.  General Users are restricted to a “read only” capability.  They do not have the ability to add, modify or delete indices from procurement instruments or files from documents.

8.1.2
Administrative Users

Administrative Users have the same rights as General Users.  In addition to those rights, Administrative Users can also create, edit and delete indexes as well as attach and remove document files to indexes.

8.1.3
Activity Lead Users

In addition to having the same rights as Administrative Users, Activity Lead Users have the responsibility of managing General and Administrative User accounts.  Their management access is restricted to those users who belong to their same Activity, as defined by Department of Defense Account Activity Code (DODAAC) or Unit Identifying Code (UIC).  Management of user accounts includes approving on line registration requests, upgrading and downgrading access levels and deletion of user accounts.  The NAFI application will allow multiple Activity Lead Users for a particular DODAAC.  

8.1.4 Command Account Managers

Command Account Managers act as the managers for an entire Claimant (e.g. USMC, SPAWAR, NAVFAC, etc).  They have the ability to manage all of the accounts for a particular Claimant.  They also have the same rights as Activity Lead users.  There can be multiple Command Account Managers for a particular Claimant

8.1.5 System Administrators

System Administrators are responsible for the continued development and maintenance of the NAFI application.  They have the ability to manage all accounts for all users, as well as have the same rights as Administrative Users. 

8.2
Online Registration

Access to NAFI is user name and password protected.  Unregistered users must register and receive a user name and password before entry is allowed into NAFI. To navigate to the registration screen, an unregistered user simply clicks on the Account Registration on the navigation bar on the left side of the home page, as shown below:
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Select Domain

As shown below, after clicking on Account Registration located on the tool bar on the left hand side of the screen, users will be taken to the Select Domain tab where they will be prompted to choose the Navy, Air Force, or Coast Guard domains.
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Select Account Type

Upon making the appropriate selection, users will be brought to the Select Account Type tab where they select General, Administrative, or Activity Lead account type:
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Select Claimant

Upon making the appropriate selection, users will be brought to the Select Claimant tab where they select the appropriate claimant.

[image: image13.jpg]e 2

wvs v D23 B e G & OT-AOR
o e s e e e

nafi EZ

S ([ R T

5 gmen
] M a1 e T e, N IR SR





Select DoDAAN 

Air Force users only will have to select a DoDAAN after selecting the account type.
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Select DoDAAC

Upon making the appropriate selection, all users will be brought to the DoDAAC tab where they select the appropriate DoDAAC.
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Personal Information

After selecting a DoDAAC, users will need to enter their basic personal information on the Personal Details tab.

[image: image16.wmf] 


· Office Code (not mandatory)

· Title (not mandatory)

· First Name (mandatory)

· Middle Initial (not mandatory)

· Last Name (mandatory)

· Suffix (not mandatory)

· Phone Number(s) – Domestic, DSN and International (one phone number is mandatory)

· E-mail address (mandatory)

· User Name: Usernames must be a minimum of eight characters. Advise selection of a user name that will be easy for you to remember.  

· Password: Passwords must contain 8-10 characters, and must include a combination of upper and lower letters and numbers, but NO special characters (such as: @#$%^&*+)

After clicking on the [Submit] button, a confirmation screen will appear. Once your registration information has been submitted to NAFI, the user's account is subject to review by an Activity Lead or Command Account Manager at your Activity.  Until your account has been approved, your user name and password will not be activated.   

An e-mail will be automatically sent to your Activity Lead and Command Account Manager notifying them of your pending account.  Once your account has been activated you will receive another e-mail notifying you that your account has been activated. Allow 2-3 days for account activation. If you are unable to log in after 2-3 days, or have forgotten your user name or password, contact your designated NAFI Activity Lead, or you may contact NAFI Support at: 

(703) 519-2500 or (703) 519-2501

nafi.support@nafi.navy.mil
Hours of operation for NAFI Support are:

Monday – Friday, 7:30 am-5:30 pm Eastern Standard Time.

3. Manage Users

Activity Leads, Command Account Managers and System Administrators have the ability to activate, add, modify and delete user accounts.  After login these users select the Manage Users link from the left side tool bar.

Once chosen, the user will be taken to the Modify Accounts screen as shown below:
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From the Modify Accounts screen the Activity Lead and Manager can create a new account by clicking create a new profile link.  The application will take the user to the registration screen where the manager can complete the registration forms.  After clicking submit, the account will automatically be approved. 

9.1
Modify Accounts

The Activity Lead and Command Account Manager can also view some or all of the users in their respective user groups by using the search criteria pull down boxes. 
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Using these boxes, Activity leads will be able to see all users that share their DoDAAC.  Command Account Managers will see a list of all DODAACs associated with their Claimancy as well as an option to see All Users.

By entering a partial or full last name in the User Last Name Box, Activity Leads and Command Account Managers can search for a specific user.  By leaving the box blank and clicking on Select, the Activity Lead or Command Account Manager will see a complete list of their users.  For Command Account Managers this list would include the total users for their claimancy/majcom.  For Activity Leads this list would include the total users for their DoDAAC.

The search criteria can be further defined by entering the Command, Site User Type and User Status as shown below. At least one field out of the five fields on the Manage Users screen must be defined in order for a search to occur. 

[image: image2.png]User Last Name

Command: Site: User Type: User STt o rional)

[All Commands ] [AllSites ] [AllTypes =] [arsews 7] [




Once the search is completed, it can be sorted.  By choosing the primary and/or and secondary sort feature, the results of the search can be displayed in several ways, in ascending or descending order. 
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For example, if a search is completed and the user would like the results displayed on the screen first in order by last name and second by User Type, the sort boxes would appear as follows:
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The sort function can be performed along with the search or it can be performed on the search results. 
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9.2
User Profiles

The Activity Lead or Command Account Manager may now change the user type of one or multiple users by using the pull down boxes pictured above.  The manager may also change the user status by using the pull down boxes pictured above.  At the bottom of each page of users there is a submit button.  Once all the changes have been made the user clicks submit to update the application.  Upon changing the status of a user and clicking submit, the Activity Lead/ Manager will be prompted with a status change box as shown below.
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This informs the Activity Lead/Manager that when deleting a user’s account he/she has seven days to deactivate the delete to a pending, active or inactive account.  If the status of the deleted account does not change within seven days, the user will then be deleted from the system and removed from the manage users page. 

By clicking the User ID field, the Activity Lead/Manager may view and modify the profile of any user in their user group.  As shown, the Activity Lead/Manager can modify any one of the user fields to make updates in user profiles, to provide a forgotten password or make changes to an incorrect field.  The document management role only applies to the DD1716 functionality.
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